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SUMMARY
In a shared medium communication system, mobile users
contend for channel access according to a given set of rules to avoid collisions and achieve eﬃcient use of the medium. If one or more users do not
comply with the agree rules either due to selfish or malicious behaviours,
they will cause some impacts on the system performance, especially to the
well-behaved users. In this paper, we consider the problem of user misbehaviours on the performance of a wireless infrastructure-based network
using reservation-based MAC protocols. Key misbehaving strategies possible in such a network are identified and explained. To quantify the impact of these misbehaviours upon the network performance, three diﬀerent
misbehaving scenarios are developed to allow a systematic investigation of
each misbehaving strategy. For each scenario, we have derived mathematical formulations for evaluating and analyzing the key performance metrics,
i.e., probabilities of success of well-behaved and misbehaved users and the
fairness index. Numerical results show that the presence of misbehaviours
can cause diﬀerent levels of damage depending on the misbehavior strategy used. The combined multi-token and increasing permission probability
strategies where the misbehaved user selfishly accesses the channel more
times and with higher probabilities than allowed is shown to cause the most
severe impairment of performance and fairness.
key words: channel reservation, MAC protocols, selfish users, misbehaviours, wireless networks

1.

Introduction

In wireless networks, Medium Access Control (MAC) protocols are responsible for coordinating the access of multiple users contending for the common radio channel. Most
wireless MAC protocols are designed based on the assumption that all users cooperate with each other and are compliant to predefined rules, which is to ensure fair and efficient sharing of communication channel among competing users. Recent studies [1]–[5] have suggested that these
cooperative MAC protocols are vulnerable to user misbehaviours, in which some users do not strictly conform to
the agreed rules due to their selfishness or maliciousness. A
selfish user may deviate from the standard protocol specification, such as modifying the channel access parameters, to
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gain an unfair share of network resources. A malicious user
may violate the rule aiming to cause disturbance to either
other users or to the underlying system as a whole without
attempting to gain a short-term benefit. Since the existence
of misbehaviours will negatively impact well-behaved users,
the problem of misbehaviours at the MAC layer has become
a growing concern in broadband wireless access networks,
especially from the points of view of performance and security.
Various diﬀerent aspects of misbehaviours at the MAC
layer have been investigated in the literature, particularly in
the context of IEEE 802.11 wireless Local Area Networks
(LANs). The misbehaviours manipulate the backoﬀ parameter of the distributed coordination function (DCF) in the
IEEE 802.11 standard [6], to obtain an unfair share of the
channel. For example, the backoﬀ interval can be selected
smaller than that specified by DCF, or using a diﬀerent retransmission strategy that does not double the contention
window (CW) after collision [2]–[5], or setting the duration field to a larger value than the actual transmission time
required for the frame [7], [8] resulting in an enlarged Network Allocation Vector (NAV) of other mobile users.
Moreover, misbehaviours at higher layers such as routing have also been examined. For example, in wireless
ad hoc, a selfish user may refuse to always relay packets
on behalf of other users in order to minimize its power
consumption or other costs [9], [10]. This will usually affect the system throughput or even lead to user disconnection. A possible Denial of Service (DoS) attack on the signaling/control plane of the 3G wireless networks based on
CDMA2000 and UMTS is introduced and studied in [11],
[12]. The key objectives of these studies include classifying
diﬀerent MAC misbehaviour techniques, determining their
impact upon well-behaved users, and mitigating the selfish
MAC behaviour by designing a new MAC layer protocol
that discourages misbehaviour [3] or introducing eﬃcient
misbehaviour detection algorithms [13]–[17] together with
proper penalty schemes [4]. In non-cooperative environments where users behave selfishly and aim at optimizing
their own individual benefits, the game theoretic approach is
often applied to model network problems as a game and seek
for an eﬃcient Nash equilibrium, see [18]–[20] for some interesting models.
We consider, in this paper, the problem of user misbehaviours in a wireless infrastructure-based network using reservation-based MAC protocols where a mobile user
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is required to contend for access in the uplink channel
before its actual data packet transmission can take place.
Reservation-based MAC protocols are known to provide
several desirable characteristics including on-demand bandwidth allocation, support of multiple services with diﬀerent
Quality of Service (QoS) requirements, and eﬀective bandwidth utilization. Some commonly known examples of early
reservation-based MAC protocols are ALOHA-reservation
[21], Dynamic reservation TDMA (DR-TDMA) [22], Dynamic TDMA with Piggybacked Reservation (DTDMA/PR)
[23], Multiservices Dynamic Reservation (MDR) TDMA
[24], and others [25]–[27]. More recently, IEEE 802.16
MAC protocol defines a contention-based request scheme
for best-eﬀort and non-real time polling services in Point-toMultiPoint (PMP) architecture [28]–[30]. A subscriber station that wishes to send a data packet is required to transmit
a request message (REQ) first. If the REQ is received correctly, then the base station will grant data slots to the subscriber station in the later frame provided that there are sufficient bandwidth resources. Since user misbehaviours can
occur during the reservation period, but not the data transfer period because this latter period is controlled by the base
station, the selfish user must somehow try to attain more
successful REQs. This can be seen as a unique characteristics of reservation-based MAC protocols with respect to user
misbehaviours that diﬀers from other classes of MAC protocols. Therefore, it is interesting to investigate and explore
the possibilities of how a selfish mobile user can misbehave
and more importantly the impact of the misbehaving action
upon well-behaved users.
During the reservation period, there exist many contention resolution algorithms that can be applied to resolve
contention. Many algorithms have been proposed, studied,
and analyzed. They can be classified into two major categories [31]–[33]: ALOHA-based and splitting algorithms.
For ALOHA-based algorithms, a user is allowed to send
its packet whenever the user has a packet ready for transmission. If more than one user transmits a packet in a slot
simultaneously, then it will result in a collision and these
packets are destroyed. All collided users have to retransmit
their packet after a random delay, aiming to avoid continually repeated collision. Variations of ALOHA-based algorithms include p-persistent, binary exponential backoﬀ
and many other schemes. On the other hand, for splitting
algorithms, each user randomly selects a branch among n
sub-branches for contention with others. User who selects
the first sub-branch is permitted to transmit first while other
users in the remaining sub-branches postpone their transmission until the contention in the previous sub-branch has
been resolved. In case of collision, each collision produces
n new sub-branches which can be represented as a tree diagram. By using this algorithm, the probability of collision
will be reduced in comparison to ALOHA-based algorithms
because users are forced to retransmit their packets in diﬀerent sub-branches in the future. The n-ary tree and stack algorithms are examples of this category. In principle, the splitting algorithms are more eﬃcient than the ALOHA-based

algorithms, but it is more complicated, as each user needs to
keep track of the channel states. Hence, ALOHA-based algorithms have been widely used due to their simplicity and
easy to implement. For example, p-persistent algorithm is
applied to Carrier Sense Multiple Access (CSMA) for transmission of RTS/CTS packets in the split-channel MAC [34],
[35]. In this paper, we selected the p-persistent algorithm for
our system model.
The objective of this paper is to identify and explore
various possible misbehaving strategies, and examine the
impact of each upon those well-behaved users. To meet this
objective, the user misbehaviour study is classified into three
diﬀerent scenarios, each of which is based on diﬀerent combination of the following misbehaving strategies, i.e., changing the permission probability to other values than assigned,
making more accessing attempts than allowed and shifting
the access time selfishly to avoid contention; details of each
strategy will be explained later. To fully understand the effect of diﬀerent misbehaviours in reservation-based MAC
protocols, the performance measured in terms of the probabilities of success of well-behaved and misbehaved users
is analyzed and evaluated. Within this study, mathematical formulations are derived for every misbehaving scenario
and verified by extensive computer simulations. We then
investigate the interaction between misbehaved users who
are applying diﬀerent misbehaving strategies. In addition,
a well known Jain’s fairness index is used to quantify how
much fairness is aﬀected by the user misbehaviours.
The rest of this paper is organized as follows. In Sect. 2,
the transmission procedure and mathematical derivation of
the reservation-based MAC protocol is described. The performance analyses of three diﬀerent selfish misbehaving
scenarios are shown in Sect. 3. In Sect. 4, the numerical
results and discussions of the three classified misbehaving
scenarios are presented. Finally, the paper is concluded in
Sect. 5.
2.

Reservation-Based MAC Protocol Description

2.1 Protocol Description
In this section, we shall describe the transmission procedure of a reservation-based MAC protocol suitable for wireless broadband infrastructure-based networks, in which the
transmission of radio signals between mobile users always
takes place via a central base station. The uplink channel
bandwidth of the reservation-based MAC protocol is divided
into frames, where each frame consists of two alternating
periods, namely, contention period and data transfer period,
as in [21]–[24] see Fig. 1. The contention period is composed of a fixed number of contention slots while the data
transfer period consists of a varied number of data slots assigned by the base station to accommodate only for those
successful reservation requests. During the contention period, each user attempts to make reservation by sending a
request packet to the base station on each contention slot
in sequence from the first to the last slot. To help resolve
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packet (a successful request). The probability of event Xi is
given by:
 

N−1
N
(1 − p)i−1 p 1 − (1 − p)i−1 p
.
(4)
P(Xi ) =
1
Fig. 1

This relation can also be used to determine S by summing the success probabilities over all contention slots and
divided by N. That is,

A reservation-based MAC frame structure.

the contention, the well known p-persistent algorithm [31]
is adopted, where each user is permitted to access each slot
with a certain probability of p, referred to here as permission
probability. Feedbacks from the base station indicating the
request results are broadcast at the end of each contention
period. A user with successful request will be assigned a
data slot during the data transfer period for their data transmission while unsuccessful users can retransmit a request
packet at the contention period of the next frame.
2.2 Performance Analysis
Consider a finite population of N mobile users, where each
user has a packet ready to send at all frames. At the beginning of each contention period, all N users independently
attempt to transmit a request packet with probability p. Let
M be the number of contention slots in a frame. The probability that exactly k out of N users succeed in contention at
the end of each frame can be expressed in a recursive form
as [27]:
P[k|M, N, p]
 
N
=
(1 − p)N P[k|M − 1, N, p]
0
 

N
+
(1 − p)N−1 p P[k − 1|M − 1, N − 1, p]
1
N  


N
+
(1− p)N−i pi P[k|M−1, N −i, p]
(1)
i
i=2

with the following boundary condition:
⎧
⎪
0, k < 0, m ≥ 0, n ≥ 0
⎪
⎪
⎪
⎪
⎪
1, k = 0, m = 0, n ≥ 0
⎪
⎪
⎨
0, k > 0, m = 0, n ≥ 0
P[k|m, n, p] = ⎪
⎪
⎪
⎪
⎪
1, k = 0, m ≥ 0, n = 0
⎪
⎪
⎪
⎩ 0, k > 0, m ≥ 0, n = 0

(2)

where m ∈ {0, 1, . . . , M} and n ∈ {0, 1, . . . , N}.
The probability of success for each user in each frame
is then given by:
M
1 
kP[k|M, N, p].
S =
N k=0

S=
3.

M
M


N−1
1
P(Xi ) = (1− p)i−1 p 1−(1− p)i−1 p
. (5)
N i=1
i=1

Misbehaving Scenarios and Performance Metrics

This section describes the details of each misbehaving scenario and presents mathematical formulations for analyzing
the probabilities of success of well-behaved and misbehaved
users. Other performance metrics used in this paper including the probability ratio and the fairness index are also defined.
3.1 Scenario I: Changing the Permission Probability
In the first scenario, well-behaved users apply the appropriate permission probability which can be obtained by (3) or
(5) whereas misbehaved users change their permission probability to either greater or smaller than that of well-behaved
users aiming to gain better access. Therefore, this scenario
is referred to as changing permission probability.
Let N1 be the number of well-behaved users and N2 be
the number of misbehaved users; N1 +N2 = N. At the beginning of each contention period, all N1 and N2 users independently attempt to transmit a request packet with probability
p and pm respectively. The joint probability that exactly k1
out of N1 users and k2 out of N2 users succeed in contention
in each frame is expressed as [36]:
P[k1 , k2 |M, N1 , N2 , p, pm ]
 
 
N
N
= 1 (1 − p)N1 2 (1− pm )N2 P[k1 , k2 |M−1, N1 , N2 ]
0
0
 
  N2 
N
(1− pm )N2 P[k1 , k2 |M−1, N1 −1, N2 ]
+ 1 (1− p)N1 −1 p
1
0
 
 

N
N
+ 1 (1− p)N1 2 (1− pm )N2 −1 pm P[k1 , k2 −1|M−1, N1 , N2 −1]
0
1

N1 

  N2 
N1 
(1− pm )N2 P[k1 , k2 |M−1, N1 −i1 , N2 ]
(1− p)N1 −i1 pi1
+
i1
0
i1 =2


 
N2 


N1
N
(1− p)N1 2 (1− pm )N2 −i2pim2 P[k1 , k2 |M−1, N1 , N2 −i2 ]
+
0
i2
i2 =2

(3)

In each slot, the request is successful, if and only if,
exactly one request packet is transmitted in the slot. The
success probability of each slot is not the same and can be
derived. Let Xi be the event that slot ith contains exactly one

+


N1 
N2 

  N2  

N1 
(1− p)N1 −i1 pi1
(1− pm )N2 −i2 pim2
i1
i2
i1 =1 i2 =1

P[k1 , k2 |M − 1, N1 − i1 , N2 − i2 , p, pm ]

and the boundary condition is
P[k1 , k2 |m, n1 , n2 ]

(6)
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⎧
⎪
0, k1 < 0 or k2 < 0, m ≥ 0, n1 ≥ 0, n2 ≥ 0
⎪
⎪
⎪
⎪
⎪
0, k + k2 > m, m ≥ 0, n1 ≥ 0, n2 ≥ 0
⎪
⎪
⎨ 1
0,
k1 > n1 or k2 > n2 , m ≥ 0, n1 ≥ 0, n2 ≥ 0
=⎪
⎪
⎪
⎪
⎪
1,
k1 + k2 = 0, m = 0, n1 ≥ 0, n2 ≥ 0
⎪
⎪
⎪
⎩1, k + k = 0, m ≥ 0, n = n = 0
1

2

1

(7)

2

where m ∈ {0, 1, . . . , M}, n1 ∈ {0, 1, . . . , N1 } and n2 ∈
{0, 1, . . . , N2 }.
Therefore, the probabilities of success of well-behaved
and misbehaved users respectively are given by
⎛N
⎞
N1
2
⎜⎜⎜ 
⎟⎟⎟
1 
⎜
k1 ⎜⎜⎝
P[k1 , k2 |M, N1 , N2 , p, pm ]⎟⎟⎟⎠
Sw =
(8)
N1 k =0
k =0
1

and

2

⎛N
⎞
N2
1
⎜⎜⎜ 
⎟⎟⎟
1 
⎜
k2 ⎜⎜⎝
P[k1 , k2 |M, N1 , N2 , p, pm ]⎟⎟⎟⎠.
Sm =
N2 k =0
k =0
2

R = N2 − (the number of T i ’s that are zero).
(9)

1

The probabilities of success of well-behaved and misbehaved users in each slot can be derived as follows. Let Xi
and Yi be the event that slot ith contains exactly one packet
of well-behaved and misbehaved users, respectively. The
probability of event Xi and Yi occurring are given by:

N1 −1

P(Xi ) = N1 (1 − p)i−1 p 1 − (1 − p)i−1 p

 N2
(10)
1 − (1 − pm )i−1 pm
and

 N1 


P(Yi ) = N2 1 − (1 − p)i−1 p
(1 − pm )i−1 pm
N2 −1

.
1 − (1 − pm )i−1 pm

(11)

The
 M sum of success
 M probability of all contention slots, i.e.,
) are identical to the mean numi=1 P(Xi ) and
i=1 P(Y
 i
ber of successes, i.e., kN11=0 k1 P[k1 , k2 |M, N1 , N2 , p, pm ] and
 N2
k2 =0 k2 P[k1 , k2 |M, N1 , N2 , p, pm ] respectively. Therefore,
the probabilities of success of well-behaved and misbehaved
users respectively are given by:
Sw =

M 


N1 −1
(1− p)i−1 p 1−(1− p)i−1 p
i=1


 N2
1−(1− pm )i−1 pm

(12)

and
Sm =

M 

 N1 

1 − (1 − p)i−1 p
(1 − pm )i−1 pm
i=1


N2 −1
.
1 − (1 − pm )i−1 pm

but also attempt to access more than once in each frame.
Since giving users more chances of making reservations
should enable them to achieve greater success, it is expected
that the misbehaved users will gain more share of the available bandwidth. This strategy is referred to here as changing
permission probability with multi-token mechanism, where
the number of tokens represents the maximum number of
access attempts to make reservation per frame.
Let T i be the number of tokens for misbehaved user i,
1 ≤ i ≤ N2 . Let Bi be the flag bit that represents whether
misbehaved user i has succeeded yet. If Bi = 1 means misbehaved user i has already succeeded and Bi = 0 means
misbehaved user i has not succeeded yet. R is the number of
remaining misbehaved users in the system.

(13)

3.2 Scenario II: Changing the Permission Probability with
Multi- Token Mechanism
In the scenario II, misbehaved users not only change their
permission probability in the same way as in the scenario I

(14)

The probability that exactly k1 out of N1 users and k2
out of N2 users succeed in contention at the end of each
frame, where misbehaved user i has T i remaining tokens and
its success status is Bi as in the following recursive formula.
P[k1 , k2 |M, N1 , T 1 , T 2 , . . . , T N2 , B1 , B2 , . . . , BN2 ]
 
 
N
N
= 1 (1− p)N1 (1− pm )R PA + 1 (1− p)N1 −1 p(1− pm )R PB
0
1
 

N1 

N
N1
+ 1 (1− p)N1 pm (1− pm )R−1 PC +
0
i1
i1 =2


(1− p)N1 −i1 pi1 (1− pm )R PD

R 

N1
+
(1− p)N1 pim2 (1− pm )R−i2 Gi2
0
i2 =2


N1 
R 



N1 
+
(1− p)N1 −i1 pi1 (1− pm )R−i2 pim2 Hi2
i1

(15)

i1 =1 i2 =1

where
PA = P[k1 , k2 |M − 1, N1 , T 1 , T 2 , . . . , T N2 , B1 , B2 , . . . , BN2 ]
PB = P[k1 − 1, k2 |M − 1, N1 − 1, T 1 , T 2 , . . . , T N2 , B1 ,
B2 , . . . , BN2 ]
N2

P[k1 , k2 − δ(Bi2 )|M − 1, N1 , T 1 , . . . , T i2 −1 ,
PC =
i2 =1
T i2 0

T i2 − 1, T i2 +1 , . . . , T N2 , B1 , . . . , Bi2 −1 , 1, Bi2 +1 , . . . , BN2 ]

1, x = 0; new success
δ(x) =
0, x  0; repeated success
PD = P[k1 , k2 |M − 1, N1 − i1 , T 1 , . . . , T N2 , B1 , . . . , BN2 ]

P[k1 , k2 |M − 1, N1 , T 1 , . . . , T j−1 , T j − 1, T j+1 ,
G2 =
j< j
T j ,T j 0

. . . , T j −1 , T j − 1, T j +1 , . . . , T N2 , B1 , . . . , BN2 ]

Gi =
P[k1 , k2 |M − 1, N1 , T 1 , . . . , T j1 −1 , T j1 − 1,
j1 < j2 <···< ji
T j1 ,T j2 ,...,T ji 0

T j1 +1 , . . . , T j2 −1 , T j2 − 1, T j2 +1 , . . . ,
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T ji −1 , T ji − 1, T ji +1 , . . . , T N2 , B1 , . . . , BN2 ],
2≤i≤R

H1 =
P[k1 , k2 |M−1, N1 −1, T 1 , . . . , T j−1 , T j −1,
j,T j 0

T j+1 , . . . , T N2 , B1 , . . . , BN2 ]

Hi =
P[k1 , k2 |M − 1, N1 − i1 , T 1 , . . . , T j1 −1 , T j1 − 1,
j1 < j2 <···< ji
T j1 ,T j2 ,...,T ji 0

T j1 +1 , . . . , T j2 −1 , T j2 − 1,
T j2 +1 , . . . , T ji −1 , T ji − 1, T ji +1 , . . . , T N2 ,
B1 , . . . , BN2 ], 2 ≤ i ≤ R

and

and the boundary condition is
P[k1 , k2 |m, n1 , T 1 , . . . , T n2 , B1 , . . . , Bn2 ]
⎧
⎪
0, k1 < 0 or k2 < 0, n1 + T i ≥ 0, Bi ≥ 0, m ≥ 0
⎪
⎪
⎪
⎪
⎪
0,
k + k2 > m, n1 + T i ≥ 0, Bi ≥ 0, m ≥ 0
⎪
⎪
⎨ 1
0,
k1 > n1 or k2 > n2 , n1 + T i ≥ 0, Bi ≥ 0, m ≥ 0 (16)
=⎪
⎪
⎪
⎪
⎪
1,
k
⎪
1 + k2 = 0, n1 + T i = 0, Bi ≥ 0, m ≥ 0
⎪
⎪
⎩1, k + k = 0, n + T ≥ 0, B ≥ 0, m = 0.
1
2
1
i
i
Thus, the probabilities of success for well-behaved and
misbehaved users are respectively given by:
Sw =

N1
N2

1 
k1
P[k1 , k2 |M, N1 , T 1 , T 2 , . . . , T N2 , B1 , B2 ,
N1 k =0 k =0
1

2

. . . , B N2 ]

(17)

P[k1 , k2 |l, N1 , N2 ]
 
 
N
N
= 1 (1− p)N1 2 (1− pm )N2 P[k1 , k2 |l−1, N1 , N2 ]
0
0
 
  N2 
N
(1− pm )N2 P[k1 −1, k2 |l−1, N1 −1, N2 ]
+ 1 (1− p)N1 −1 p
1
0
 
 

N1
N1 N2
(1− p)
(1− pm )N2 −1 pm P[k1 , k2 −1|l−1, N1 , N2 −1]
+
0
1

N1 

  N2 
N1
(1− pm )N2 P[k1 , k2 |l−1, N1 −i1 , N2 ]
+
(1− p)N1 −i1 pi1
i1
0
i1 =2


 
N2 


N1
N
(1− p)N1 2 (1− pm )N2 −i2 pim2 P[k1 , k2 |l−1, N1 , N2 −i2 ]
+
0
i2
i2 =2


N1 
N2 

  N2  

N1 
(1− p)N1 −i1 pi1
(1− pm )N2 −i2 pim2
+
i1
i2
i1 =1 i2 =1

P[k1 , k2 |l − 1, N1 − i1 , N2 − i2 ], l ≤ M − D

and
Sw =

P[k1 , k2 |l, N1 , N2 ]
⎧ 
⎪
N1
⎪
⎪
⎪
(1− p)N1 P[k1 , k2 |l−1, N1 , N2 ]
⎪
⎪
0
⎪
⎪
⎪
⎪
⎪
 
⎪
⎪

⎪
N1
⎪
⎪
⎪
(1− p)N1 −1 p P[k1 −1, k2 |l−1, N1 −1, N2 ]
+
⎪
⎪
⎨ 1
=⎪
(19)
⎪
 
⎪
⎪

N1 N 
⎪

⎪
1
⎪
⎪
+
(1− p)N1 −i1 pi1 P[k1 , k2 |l−1, N1 −i1 , N2 ],
⎪
⎪
⎪
i1 =2 i1
⎪
⎪
⎪
⎪
⎪
N1 > 0, l > M − D
⎪
⎪
⎪
⎩P[k1 , k2 |l − 1, N1 , N2 ] , N1 = 0, l > M − D

N1
N2

1 
k1
P[k1 , k2 |M, N1 , T 1 , T 2 , . . . , T N2 , B1 , B2 ,
N1 k =0 k =0
1

. . . , B N2 ]

2

(18)

3.3 Scenario III: Changing the Permission Probability
with Shifted Reservation Time
The misbehaving strategy of scenario III is extended from
the scenario I. That is, misbehaved users will not commence
their reservation attempts at the first slot in the same fashion
as what other well-behaved users would do. Instead they
delay or shift their first attempt till later slots in order to
avoid high contention which usually occurs in early slots of
a frame. It is interesting to examine how long these misbehaved users should shift their first attempt to achieve the
maximum advantage. This scenario is called changing the
permission probability with shifted reservation time.
Let l be interpreted as the number of remaining reservation slots plus one (the current slot). The probability that
exactly k1 out of N1 users and k2 out of N2 users succeed in
contention at the end of each frame.

(20)

where D is the number of time slots that the misbehaved
users shift their reservation attempts. The calculation of
P[k1 , k2 |l, N1 , N2 ] is separated into two parts, i.e., (19) and
(20). The first part is relevant to the time duration where
there is only the reservation attempt of the well-behaved
users but no reservation attempt of the misbehaved users and
the second part corresponds to the later duration where both
the well-behaved and misbehaved users perform the reservation. For the sake of compact notation, we will not show the
variable D in the probability P[k1 , k2 |l, N1 , N2 ]. The boundary condition for the above recursive formula is
P[k1 , k2 |l, n1 , n2 , p, pm ]
⎧
⎪
0, k1 < 0 or k2 < 0, n1 + n2 ≥ 0, l ≥ 0
⎪
⎪
⎪
⎪
⎪
0, k1 + k2 > m, n1 + n2 ≥ 0, l ≥ 0
⎪
⎪
⎨
0,
k1 > n1 or k2 > n2 , n1 + n2 ≥ 0, l ≥ 0
=⎪
⎪
⎪
⎪
⎪
1,
k1 + k2 = 0, n1 + n2 ≥ 0, l = 0
⎪
⎪
⎪
⎩
1, k1 + k2 = 0, n1 + n2 = 0, l ≥ 0.

(21)

Therefore, the probabilities of success for wellbehaved and misbehaved users are respectively given by:
Sw =

N1


k1

k1 =0

or alternatively

N2

k2 =0

P[k1 , k2 |l = M, N1 , N2 ]

(22)
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⎞
⎛
⎟⎟⎟
⎜⎜⎜ D p(1− p)i−1 1− p(1− p)i−1 N1 −1
⎟⎟⎟
⎜⎜⎜⎜i=1
⎟

N1 −1 ⎟⎟⎟⎟
1 ⎜⎜⎜⎜ 
M 
i−1
i−1
⎟⎟⎟
⎜⎜⎜+
Sw =
1− p(1− p)
⎟⎟⎟
N1 ⎜⎜⎜ i=D+1 p(1− p)

⎟⎟⎟
⎜⎜⎜ 

⎠
⎝ 1− p (1− p )i−D N2
m

m

(23)
and
Sm =

N2
N1 


k2 P[k1 , k2 |l = M, N1 , N2 ]

(24)

k1 =0 k2 =0

or alternatively
Sm =

Fig. 2

M
 N1
1  
1 − p(1 − p)i−1 pm (1 − pm )i−D
N2 i=D+1

N2 −1 
.
(25)
1 − pm (1 − pm )i−D

3.4 The Probability Ratio and the Fairness Index
In addition to the probabilities of success described before,
other useful performance metrics are defined. The ratio between the average number of successes of the system with
and without misbehaved users is defined as
Probability ratio =

(N1 S w + N2 S m )
.
NS

(26)

This probability ratio can show how much eﬀect is
caused by the misbehaved user to the whole system performance. Furthermore, the existence of misbehaved user
will result in an unfair share of the resources so the well
known Jain’s fairness index (J) [37] is adopted to measure
the equality of opportunity in channel access as follows:
J=

(N1 S w + N2 S m )2

.
N N1 S w2 + N2 S m2

(27)

The range of this fairness measure lies between 0 and
1. If the well-behaved and misbehaved users share the bandwidth fairly, the fairness index equals to 1. It will decrease
as the misbehaved user gain more unfair share of bandwidth
from the system.
4.

Performance of the reservation-based MAC protocol.

4.1 Performance Evaluation of the Reservation-Based
MAC Protocols
Figure 2 shows the comparison between the probabilities of
success of the reservation-based MAC protocols obtained
via simulation and the mathematical formulations provided
in the previous section. We consider the number of overall
users (N) at 1, 2, 4, and 8. The number of contention slots
(M) is set at 8 while the permission probability (p) is varied from 0 to 1. First, we consider the case of N = 1 (there
is no collision), the probabilities of success increase with p
and quickly converge to 1 at p = 1. Obviously, when there
is only one user in the system, the user should always send
its request packet. Second, we consider the case of multiple
users, N = 2, 4 and 8. For small values of p, the probabilities of success clearly increase with p. When p increases
up to a certain value, the maximum probability of success
is reached, and the value of p at this point will be referred
to as the appropriate permission probability. When p further increases, the probability of success begins to decline
and eventually reaches zero when p = 1 (there are always
collisions). Note that the appropriate values of permission
probabilities for N = 1, 2, 4 and 8 are 1, 0.294, 0.217 and
0.15 respectively. It can be seen that the simulation results
accurately agree with the calculated probabilities of success.
That is, our mathematical formulation for the probabilities
of success of the reservation-based MAC protocols is valid
and accurate.

Numerical Results and Discussion
4.2 Performance Evaluation of the Scenario I

In this section, the performance of all scenarios is numerically evaluated by using the mathematical formulations described in the previous section. These results are also validated and confirmed with computer simulations. In each
scenario, we consider the system performance in terms of
the probabilities of success per user defined as S w and S m
for well-behaved and misbehaved users, respectively, under
various diﬀerent system parameters such as the number of
slots (M), the number of tokens (T ), the number of shifted
time slots (D) and the values of permission probabilities (p).

To demonstrate how much the misbehaved user in the scenario I can have an eﬀect on the well-behaved users and also
on the system performance as a whole, we present some
numerical results obtained from the mathematical formulations in (8) and (9), or alternatively (12) and (13), based
on the following system configuration. The total number of
contending users is fixed at 8 and one of them is a misbehaved user. Since the misbehaved user in scenario I tries to
gain unfair share of bandwidth by choosing the value of permission probability other than the appropriate one, we then
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nearly double the advantage. This is achieved at a small expense of those well behaved users; in the worst case, the
probabilities of success of the well-behaved users degrade
from 0.19 to 0.16.
When the number of contention slots is increased to M
= 8, 16, and 32, similar results to that of M = 4 are observed.
The misbehaved user is still able to achieve better probabilities of success than the well-behaved users by accessing the
slots with greater probability than the agreed value. However, the range of the permission probabilities that the misbehaved user can adopt to gain better access becomes narrower than the previous case with M = 4. In fact, this range
gets smaller with the increase of the number of contention
slots. As M = 64, as shown in Fig. 3(b), the range becomes
almost zero which means that the misbehaved user hardly
accomplish better access than well-behaved users no matter
which value of permission probability is used. These results
indicate that the misbehaved user will not gain much benefit by increasing the permission probability alone, especially
when the number of contention slots is large.
4.3 Performance Evaluation of the Scenario II

Fig. 3 Performance of the scenario I: (a) the ratio of the average number
of successes between systems with and without the misbehaved user and
(b) probabilities of success as a function of pm .

varies its permission probability from 0 to 1. The number of
contention slots is also varied as M = 4, 8, 16, 32 and 64, to
cover various diﬀerent contention situation.
Figure 3(a) illustrates the ratios of the average number
of successes between systems with and without the misbehaved user, as a function of the permission probability used
by the misbehaved user (pm ). It can be seen that when the
misbehaved user increases its permission probability from
the appropriate value, the probability ratio falls below 1 for
all system configurations, i.e., M = 4, 8, 16, 32 and 64,
which means that the overall system performance drops due
to the user misbehaviour. However, the overall system performance drops by no more than 6% compared to that of
system working in normal condition. Thus, in this scenario
the existence of one misbehaved user has a slightly negative
impact on the overall system performance. The drops in the
overall performance can be explored further by examining
the probabilities of success of well-behaved and misbehaved
users, which is discussed in the sequel.
The probabilities of success of well-behaved and misbehaved users are compared in Fig. 3(b). For M = 4, the
misbehaved user can achieve higher probabilities of success
than the well-behaved users by using the permission probabilities greater than that of the well-behaved users. For example, the probabilities of success can be increased from
0.19 (no misbehaviour) to the maximum achievable value of
0.35 by increasing pm from the agreed value of 0.15 to 0.60,

In the scenario II, the misbehaved user violates the agreed
rule by not only changing its permission probability as in
scenario I but also using more than one token. To evaluate
the performance of the scenario II, we set the total number
of contending users and misbehaved user as the same as in
the scenario I. The number of contention slots available is
set at M = 4, 8, and 64 whereas the number of tokens is
varied as T = 2, 4, and 8.
Figure 4(a) illustrates the ratios of the average number
of successes between systems with and without the misbehaved user with diﬀerent number of tokens. It can be seen
that the eﬀect of this misbehaviour to the overall system performance is not so substantial when the misbehaved user
uses a relatively small number of tokens compared to the
number of slots such as T = 2, M = 8 or T = 2, M = 64.
However, when the number of tokens used by the misbehaved user is comparable to the number of contention slots
such as T = 4, M = 4 or T = 8, M = 8, the probability ratio declines considerably especially when the value of pm is
close to one. This is because most of the available slots will
be occupied by the misbehaved user and hence less chance
for the well-behaved user to succeed.
Figures 4(b)–(d) show the probabilities of success of
well-behaved and misbehaved users as a function of the permission probability of the misbehaved user (pm ). Consider
Fig. 4(b) where M = 4, it can be seen that the misbehaved
user gains significant advantages when it combines the use
of multi-token and the increase of permission probability.
The gains are also more substantial with greater number of
tokens; the maximum probabilities of success of the misbehaved user of 0.62 and 0.93 can be reached with T = 2
and T = 4 respectively. Since the introduced multi-token
mechanism causes more severe contention in each slot, the
probabilities of success of the well-behaved users drop and
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in the extreme cases the probabilities of success of the wellbehaved users reach zero.
Consider Figs. 4(c)–(d) where the number of slots is
increased to 8 and 64 respectively, as expected, with more
number of contention slots available, both the misbehaved
user and all other well-behaved users have higher probabilities of success compared to when M = 4. The misbehaved
user can achieve significant gain on the probabilities of success by increasing its permission probabilities and number
of tokens at the cost of lower probabilities of success of
well-behaved users. For M = 8, the maximum probability
of success of 1 is reached with T = 8 and pm > 0.8 whereas
for M = 64, the same maximum is reached with T = 4, 8
and much smaller values of pm .
4.4 Performance Evaluation of the Scenario III

Fig. 4 Performance of the scenario II: (a) the ratio of the average number
of successes between systems with and without the misbehaved user and
(b)–(d) probabilities of success for M = 4, 8, and 64, respectively, as a
function of pm .

Figure 5(a) shows the ratios of the average number of successes under three diﬀerent time shifts (D), i.e., M/4, M/2,
and 3M/4 as the permission probability (pm ) varies from 0
to 1. This figure depicts the impact of the misbehaved user
to the system performance when M is varied as 4, 8, and
64 slots. It can be seen that most curves show the values
of probability ratio more than one. This means that shifting the reservation by the misbehaved user is actually not
only benefit for misbehaved user itself but also for the wellbehaved users, especially in the case of D = 3M/4, which
provides the highest probability ratio among three diﬀerent
time shifts. As a result, this shifting action will in most cases
improve the performance of the whole system.
Figures 5(b)–(d) compare the probabilities of success
for well-behaved and misbehaved users for three diﬀerent
time shifts, i.e., M/4, M/2, and 3M/4, when the number of
the contention slots is set to 4, 8, and 64 respectively. The
well-behaved users apply the agreed contention probability,
whereas the misbehaved user varies the permission probability from 0 to 1 and begins the access at slot D + 1. From
the results, it can be seen that the shift of reservation time
together with the increase of the permission probability to a
certain value can help increase the access gain of the misbehaved user while causing small eﬀect to the well-behaved
users. This may be explained as follows. In the normal situation, each user applies a fixed permission probability from
the first to the last slot with only a single attempt allowed.
As a result, the contention in later slots is normally less severe than previous slots, i.e., later slots are more frequently
idle, the misbehaved user can increase its chance of success
by increasing the permission probability without much disturbance to the well-behaved users.
When comparing these performance curves with respect to diﬀerent time shifts of M/4, M/2, and 3M/4, we
can see that with short time shift, as in the case of D = M/4,
the misbehaved user can obtain the maximum advantages
by increasing its permission probability to a certain value
(further increase beyond this value will result in the reverse
eﬀect) whereas with longer time shift, as in the case D =
3M/4, greater advantage can be gained by applying even
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higher values of permission probability. This is conceivable,
as with longer time shift, the misbehaved user has fewer opportunities to make reservations and there is less contention
in those later slots, when it increases its permission probability, the probabilities of success can be improved. These
results suggest that the probability of success for the misbehaved user can be maximized by shifting the first reservation
attempt together with the increase of the access probability
as much as possible.
4.5 Maximum Achievable Advantage and Fairness Index
Since misbehaviours aim to achieve more benefit from the
system, we shall now present the maximum achievable advantage which can be acquired by the misbehaved user for
each scenario. With several parameter settings, the maximum values of S m for scenarios I, II and III are shown in
Table 1 together with percent gain, S m /S w ratio and Jain’s
fairness index (J).
By comparing the results from these three scenarios,
we can see that the scenario II gives the highest benefit to the
misbehaved user with maximum percent gain equals 378%
which is obtained when M = 4 with T = 4. This condition also results in infinity for S m /S w meaning that the wellbehaved users do not succeed in reservation and suﬀer very
much from this scenario. This is also reflected by the value
of the fairness index which falls to 0.125. Small negative impact to the well-behaved users and high fairness index can
be achieved when the misbehaved user adopts either scenario I or III. However, the higher values of S m are obtained
by scenario III than that of scenario I. In scenario III, the
worst condition occurs when the number of available slots
and the time shift are small (M = 4, D = 1). The percent
gain of 164.2% and J = 0.774 are obtained with D = 3. For
all scenarios, the negative impact of this selfish behaviour is
Table 1 Maximum values of S m , percent gain, S m /S w ratio and fairness
index (J).

Fig. 5 Performance of the scenario III: (a) the ratio of the average number of successes between systems with and without the misbehaved user
and (b)–(d) probabilities of success for M = 4, 8, and 64, respectively, as a
function of pm .
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Fig. 6 Probabilities of success of well-behaved, first misbehaved and second misbehaved users
success for the first case: (a) S w , (b) S m1 , and (c) S m2 .

much less significant and the fairness of the system is still
maintained when the number of available slots is large.

Table 2 Details of the probabilities of success of well-behaved (S w ), first
misbehaved (S m1 ) and second misbehaved (S m2 ) users for Figs. 6 and 7.

4.6 Performance Evaluation of Two Misbehaved Users
In the previous section, we have presented the study of
misbehaviours separately for each misbehaving scenario to
illustrate how each misbehaving strategy aﬀects the wellbehaved users and determine how much benefit the misbehaved user can gain. In this section, the study is extended
to cover more general cases where there is more than one
misbehaved user who may apply the same or diﬀerent misbehaving strategies. Diﬀerent mixes of misbehaved users
should reveal another interesting aspect of this study such
as the interaction between misbehaved users. Since there
are many possible mixes of misbehaved users, and each may
apply diﬀerent misbehaving strategies, it is not possible to
cover all cases. Therefore, three diﬀerent mixes of two misbehaved users are selected to explain the key characteristic;
details are as follows.
In the first case, both misbehaved users use the same
misbehaving strategy, which is the multi-token mechanism.
In the second case, both misbehaved users use the strategy
of shifting the reservation time. In the third case, the first
misbehaved user applies the multi-token strategy while the
second misbehaved user applies shifting the reservation time
strategy. In all cases, the first and second misbehaved users
also change their permission probabilities, denoted as pm1
and pm2 , respectively.
Figures 6(a)–(c) show numerical results of the first case
in terms of the probabilities of success of well-behaved
users, the first misbehaved user and the second misbehaved
user respectively, when the number of tokens of both misbehaved users is set to T = 4. The number of the contention
slots is set to M = 32. Note that some numerical results
that cannot be seen in Fig. 6 are shown in Table 2. When
the first and second misbehaved users adopt small values of
permission probabilities, the well-behaved users can obtain
high probabilities of success, see Fig. 6(a). For example,
when pm1 = 0.05 and pm2 = 0.05, we obtain S w = 0.65. As
the first misbehaved user increases its permission probability, its probabilities of success rise sharply due to the eﬀect
of multi-token mechanism while the well-behaved users be-

come more and more aﬀected and in the extreme case the
probability of success is down to 0.53 for pm1 =1 and pm2
= 0.05. If the second misbehaved user also increases its
permission probability, the eﬀect on well-behaved users becomes more severe, because of more contention from the
second misbehaved user. For example, the probability of
success is down to 0.47 for pm1 = 1 and pm2 = 0.3. However,
further increase of pm2 results in reversed eﬀect; the probabilities of success of well-behaved users improve. This is
because request packets from the two misbehaved users will
collide against each other in the first few slots, leaving the
remaining slots to become freer from contention. In an extreme case, where pm1 = 1 and pm2 = 1, we obtain S w = 0.56.
This behaviour agrees with numerical results of Figs. 6(b)–
(c); the probabilities of success of both misbehaved users
decrease with the increase of both pm1 and pm2 and converge
to zero as both of them increase the permission probabilities
toward one. This is because they will compete and aﬀect
each other when they use high permission probabilities.
For the second case, where both misbehaved users shift
their contention time, the probabilities of success of wellbehaved users, the first misbehaved user and the second
misbehaved user are shown in Figs. 7(a)–(c), respectively,
when we set the shifted contention time for both misbehaved
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Fig. 7 Probabilities of success of well-behaved, first misbehaved and second misbehaved users
success for the second case: (a) S w , (b) S m1 , and (c)S m2 .

Fig. 8 Probabilities of success of well-behaved, first misbehaved and second misbehaved users
success for the third case: (a) S w , (b) S m1 , and (c) S m2 .

users as D = M/2, where M = 32. Figure 7(a) shows that
this misbehaviour case does not exhibit much impact to the
probabilities of success of the well-behaved users regardless
of permission probabilities used by the misbehaved users.
This is because the amount of contention is reduced by the
two misbehaved users in the early contention slots such that
there more chance for well-behaved users to obtain successful reservations as much as 0.72. On the other hand, the
probabilities of success of the misbehaved users drop considerably as both of them adopt high values of permission
probabilities. This two misbehaved users contend against
each other in the later contention slots and suﬀer from collisions. The larger values of permission probabilities they use
the more they suﬀer and their probabilities of success will
reach zero in the extreme case when they both adopt permission probability as one as shown in Figs. 7(b)–(c). Note
that some numerical results that cannot be seen in Fig. 7 are
shown in Table 2.
Lastly for the third case when the two misbehaved
users use diﬀerent strategies. In this case, the first misbehaved user uses multi-token strategy with T = 4 and the second misbehaved user shifts its contention time by D = M/2,
where M = 32. Figures 8(a)–(c) illustrate the probabilities of
success of well-behaved users, the first misbehaved user and
the second misbehaved user, respectively. Figure 8(a) shows
that the existence of the first misbehaved user will cause significant eﬀect to the performance of the well-behaved users.
The impacts will be more significant when the greater value
of pm1 is adopted. In contrast, the second misbehaved user

does not cause performance degradation to the well-behaved
users whichever value of pm2 used. As shown in Fig. 8(b),
with T = 4, the first misbehaved user can maximize their
probabilities of success as high as 1 by using the permission probabilities at least 0.2. The second misbehaved user
also achieves good benefit by shifting its contention time,
the probability of success of the second misbehaved user
can be as high as 0.88. Note that there is a slight drop in
the probabilities of success of the second misbehaved user
when pm1 is between 0.1–0.3. This is because with these
values of pm1 , the first misbehaved user tends to access in
the later contention slots, where it interferes with the second misbehaved user. These results reveal that unlike the
first two cases, when the misbehaved users apply diﬀerent
misbehaving strategies, they both can gain substantial advantages, as they exploit the available bandwidth diﬀerently
such that contentions between them are less likely to occur.
5.

Conclusions

In this paper, we have investigated the problem of user misbehaviours in reservation-based MAC protocols by focusing on how a selfish user may cheat on the contention resolution scheme to gain higher success than the other users.
We first indentified and explained key misbehaving strategies that may arise, which include: i) the changes of the
permission probabilities, ii) the use of multi-token, and iii)
the shift of reservation time. We then present three diﬀerent misbehaving scenarios based on the combinations of
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these misbehaving strategies, which enable us to systematically evaluate the extent in which the presence of misbehaviours aﬀects those well-behaved users through comprehensive mathematical analyses. Next, we determine the
maximum probabilities of success achievable by the misbehaved user and measure the fairness of the system by applying Jain’s fairness index.
Results show that when only one misbehaved user exists and the user applies the misbehaving strategy of increasing the permission probability, the misbehaved user will
gain only a small advantage over the well-behaved users
while impacting them only slightly. In contrast, a significant gain is achieved by the misbehaved user while causing
a severe impact to the well-behaved users when the strategies of increasing permission probability and using larger
number of tokens are adopted together. Moderate benefit
can also be achieved by the misbehaved user without causing severe negative impact to the well-behaved users by increasing its permission probability and shifting its first attempt. For the case of more than one misbehaved users, it
appears that when the misbehaved users apply the same misbehaving strategies with high values of permission probabilities, they tend to compete against each other for channel accesses, causing negative impact upon themselves as well as
those well-behaved users. However, when they apply diﬀerent misbehaving strategies, it is possible that the misbehaved
users become less interfering to each other, thus permitting
them to take advantages of the available bandwidth better
than when the same misbehaving strategy is employed.
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